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The data is clear: 

DDoS mitigation is not a ‘plug & 

play’ solution, it needs continuous 

fine-tuning to work properly. 
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“Most CTOs can’t quantify their DDoS 

risk, or show their Executive Management 

how increased spending on DDoS 

mitigation has impacted their ability to 

actually mitigate DDoS attacks.” 

Matthew Andriani, MazeBolt CEO 

https://info.mazebolt.com/ddos-baseline-testing-reduces-vulnerabilities-by-60
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https://info.mazebolt.com/ddos-baseline-testing-reduces-vulnerabilities-by-60
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On Prem. (CPE) Scrubbing (BGP) Hybrid Solution 
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 Layer 3 Layer 4 Layer 7 

# DDoS Attack Vector DDoS Gap

2015

1 Brobot HTTPs 100%

2 HTTPs 100%

3 SSL Renegotiation 86%

4 Empty Connection Flood 75%

5 FIN 67%

6 HTTP 67%

7 HTTPs Flood with Browser Emulation 67%

8 ICMP Dst Unreach 67%

9 HTTP Flood with Browser Emulation 63%

10 PSH+ACK 63%

# DDoS Attack Vector DDoS Gap

2017

1 TCP ALL Flags 100%

2 HTTP 88%

3 HTTPs 82%

4 Empty Connection Flood 75%

5 HTTP Flood with Browser Emulation 75%

6 FIN+ACK 67%

7 SSL Renegotiation 67%

8 DNS Request Flood 60%

9 SlowLoris 57%

10 SYN 57%

# DDoS Attack Vector DDoS Gap

2016

1 HTTP Flood with Browser Emulation 71%

2 FIN+ACK 60%

3 Empty Connection Flood 58%

4 HTTP 50%

5 HTTPs Flood with Browser Emulation 50%

6 ICMP Dst Unreach 50%

7 Multivector attack 50%

8 SSL Renegotiation 50%

9 IP Fragmented Garbage 47%

10 ACK 43%
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On Prem (CPE) Scrubbing Solution 

 

Hybrid Solution 
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https://en.wikipedia.org/wiki/Content_delivery_network
http://www.mazebolt.com/
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Other* - The vendor either accounted for less than 3% of total tests 

performed or was not disclosed by the end customer. 
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http://www.mazebolt.com/
http://www.mazebolt.com/
https://mazebolt.com/ddos-radar/
http://www.mazebolt.com/radar

