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The customer wanted to ensure that its existing infrastructure
would not be compromised during the 2019 parliamentary
elections due to DDoS attacks. It was critical that the
infrastructure displayed seamless performance, reliability,
and security at all times but even more so during peak
traffic periods.

To meet the above goals, the customer needed to be able to detect & block malicious traffic 24/7 while proactively
eliminating DDoS mitigation vulnerabilities that could be exploited to impact the network availability.

The customer also wanted to know whether the existing DDoS Mitigation was effective & could reconfigure
defense policies, as required, in line with any network changes. Leaving nothing to chance, it was important to
ensure that the DDoS Mitigation was detecting and mitigating Layers 3, 4, 7 as well as new sneakier DDoS
attacks 24/7, and in real time.




The Solution

To ensure business continuity, peak performance and 24/7 availability, MazeBolt evaluated the existing
DDoS mitigation postures and suggested the implementation of the DDoS RADAR™, a patented
technology that enables Continuous Feedback on top of any DDoS Mitigation system. DDoS

vulnerabilities were eliminated and drastically reduced within 2 weeks.

Operating with existing DDoS Mitigation on the live production network, the DDoS RADAR™ found and
eliminated many DDoS vulnerabilities. The customer was reassured of IT system continuity, despite

peak demand across all services.

Real-time Reports clearly indicated where the vulnerabilities were, allowing quick action to fix, re-assess
and ensure that the vulnerabilities identified were indeed correctly closed by the DDoS Mitigation vendor.
The Executive Report offered extensive reporting to analyze milestones achieved towards eliminating

DDoS vulnerabilities.

The Benefit

On the day of the elections, the network received unprecedented volumes of traffic:

> 1,340,000 hits*

> 6,535,000 page views*

> 520,000 users* At peak times
> 74,000 hits*

> 16,000 users simultaneously*
[*publicly available data]

e DDoS vulnerabilities were eliminated and drastically reduced DDoS risk within 2 weeks.

e The Infrastructure performed at its maximum capacity and ensured that there was no downtime.
e The customer has now extended the contract to make DDoS RADAR™ an integral part of DDoS

Protection Strategy across additional sections of infrastructure.

About MazeBolt

Israel-based MazeBolt is an innovation leader in cybersecurity, with over
two decades of experience in pioneering DDoS protection solutions. The
company’s new flagship product, RADAR™, is a patented, new
technology. It offers DDoS protection through automated DDoS
simulations on live production, with zero downtime. Working in
conjunction with any mitigation solution installed. Its unique capabilities
have ensured business continuity and full DDoS security posture for
enterprises worldwide including Fortune 1000 & NASDAQ-listed
companies.
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