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2.9 million
DDoS Attacks

128%
increase in Q1’21 compared to Q1’20

43%
of Q1’s attacked occurred in January

1489 minutes
the longest duration of an attack

216 Gbps
maximum in attack volume

44 million
packets per second peak in packet rate

69%
of attacks were multi-vector attacks

99.90%
Linux botnets accounting for all DDoS traffic

41.87%
UDP flooding DDoS attacks

All in the Numbers
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Disturbing Attack Trends

13%
faced extortion Ransom
DDoS (RDDoS) attacks 

91%
increase in short DDoS attacks
compared to Q1’20

69%
increase in dynamic
multi-vector attacks

Two new botnets 
FreakOut malware
and Matryosh

Disturbing Attack Trends
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How to Not become a DDoS Statistic

RADAR™, MazeBolt’s new patented technology solution

                    is the only 24/7 automatic DDoS attack simulator on live

                               environment with ZERO downtime/ disruption.

                                       It automatically detects, analyses, and prioritizes

                                            the remediation of DDoS vulnerabilities in any

                                                mitigation system.

                                                    Raising the efficiency of your Mitigation

                                                       solution, delivering the ultimate

                                                        DDoS protection.

For more information
click on the links

https://securelist.com/ddos-attacks-in-q1-2021/102166/

https://www.kaspersky.com/about/press-releases/2021_back-to-normal-despite-a-spike-in-january-ddos-attacks-in-q1-2021-return-to-pre-lockdown-numbers

https://www.techradar.com/news/ddos-attacks-continue-to-plague-organizations-in-2021

https://www.helpnetsecurity.com/2021/05/03/ddos-attackers-stick-to-their-target/

https://www.infosecurity-magazine.com/news/q1-2021-sees-millions-ddos-attacks/

https://blog.cloudflare.com/ddos-attack-trends-for-2021-q1/
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